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Who is this guide for?
Anyone who suspects or knows that someone else has gotten access to their Facebook
account.

What does it cover?

Checking whether someone else might have logged into your Facebook account
recently

Making sure the recovery email and phone number for your account belong to you
Checking what information you are sharing publicly

Making a Facebook account more secure

This guide does not cover Facebook Messenger.

Before we start:

If someone else is getting access to your account, they may know right away if
you turn on two-factor authentication (extra security) or change other account
settings. If the person is violent or threatening, losing access to your account
may cause them to become more dangerous. We strongly recommend that you
talk to a domestic violence or other appropriate organization to make plans for
your safety before you make any changes to your account if you are worried
about an increase in violence or other harm.

We have marked changes that could be visible to an abuser with the following
sign:

Be careful!

This action could be visible to the abuser




Step 1 - Log into your Facebook Account

Log into your Facebook account at https://www.facebook.com:

Email or Phone Password

facebook I

Forgot account?

Sign Up
Connect with friends and the It’s quick and easy.
world around you on Facebook. &
irst name Last name
Mobile number or email
See photos and updates from friends in News Feed.

New password

Share what’s new in your life on your Timeline. Birthday
Apr 4 8 4 1995 4+ @
- Gender
Find more of what you're looking for with Facebook Search.
Female ~ Male  Custom @
By clicking Sign Up, you agree to our Terms, Data Policy

and Cookies Policy. You may receive SMS Notifications from
us and can opt out any time.

Create a Page for a celebrity, band or business.

English (US) Espafiol Frangais (France) Portuguds (Brasil) Italiano Deutsch du,ell f&= $x(@ih) BAZ  +

After logging in, you should see a webpage that looks like the following:

G Q Search Facebook ﬁ % @ @ ar (] 3 A4

+ Add to Your Story Contacts = Q
Share a photo or text to your story
@ COVID-19 Information Center
What's on your mind, ?
° Messenger
|- Pages ®I Live Video |&d Photo/Video Feeling/Activity
ﬂ Marketplace E3¢ Rooms Create

See More v o

Shortcuts

) Like O Comment 2> Share




Step 2 - Go to Settings

Click on the downward triangle at the top right corner of the screen, and you will see a
menu that looks like this:

+ © 8 -

See your profile

Give Feedback
Help us improve the new Facebook.

Settings & Privacy >
Help & Support >

Dark Mode

Switch to Classic Facebook

Go back to the previous Facebook design at
any time.

O A~ O &

[:-' Log Out

Privacy - Terms - Advertising - Ad Choices [> - Cookies
- More - Facebook © 2020

Then click on Settings & Privacy. You will see something like this:



< Settings & Privacy
ﬁ Settings
& Privacy Checkup

@ Privacy Shortcuts
Activity Log

ﬁ News Feed Preferences

@ Language

+ © 8 -

Now, click on Settings. You will see the following page:

N

Aa

0 Q_ Search Facebook @ %

Privacy
Ad account contact
Timeline and Tagging

Stories Memorialization Settings
Location Identity Confirmation
Blocking

Language and Region

Face Recognition

Notifications
Mobile

Public Posts

© &

https://www.facebook.com/

Settings General Account Settings
®' General Name
@ Security and Login
Username
®.  Your Facebook Information
Contact

Primary:

Decide what happens to your account after you pass away.

Confirm your identity to do things like run ads about social
issues, elections or politics.

Edit

Edit

Edit

Edit

Edit

View

v




Step 3 - Check for Recent Logins

Click on Security and Login on the menu at the left hand side. You will be able to see a page
like this:

ﬁ Q_ Search Facebook o 2 ® = + © & -
Settings Security and Login
®' General Recommended
@ Security and Login o1 Choose friends to contact if you get locked out Edit
“* Nominate 3 to 5 friends to help if you get locked out of your account. We recommend this to everyone.
®.  Your Facebook Information
Where You're Logged In
& Privacy
( Mac -
o . *’I Safari - Active now
4 Timeline and Tagging
. Samsung Galaxy J3 Luna Pro -
' Stories ne 1 \g‘ ,,;,jyﬂ
June 16 at 2:23 PV
Location + See More
@ Blocking
Login
Aa Language and Region
- . Change password A
S Face Recognition " It's a good idea to use a strong password that you're not using elsewhere
— Save your login info T
Notifications It will only be saved on the browsers and devices you choose
O Mobile o
Two-Factor Authentication w
% Public Posts A
Use two-factor authentication " v

Look for the Where You’re Logged In panel. In that panel, click on See More to see all the
devices where someone is logged into your account.

Where You're Logged In

‘:l Mac -

Safari - Active now

Samsung Galaxy J3 Luna Pro -

June 16 at 2:23 PM

Android -

—!  Android - June 16 at 2:22 PM

Samsung Galaxy J3 Luna Pro -

Ine 16 at 2:01 PM

Android -

June 16 at 2:01 PV

Safari - June 14 at 6:59 PM

Device type unknown -

PM

See Less Log Out Of All Sessions




Each session you will see corresponds to a login to your account, and contains information
about the device where someone signed into your Facebook account, the last time when that
device logged in, and the browser or app that was used for the activity. (A browser is the
program you use to visit websites. Examples include Chrome, Safari, Firefox, and Edge.)

In the See More window, you can check for more details about a specific login. To do this, click
on the dots at the very right of the panel and click on Not You?

Where You're Logged In

EI Mac -

Safari - Active now

J Samsung Galaxy J3 Luna Pro -
June 16 at 2:23 PM

- )

J Android - Log Out

Android - June 16 at 2:22 PM

A popup window will appear:

Was This You?

If it wasn't you who logged in, we can take you through a
few steps to secure your account.

@ about 2 weeks ago

0

Samsung Galaxy J3 Luna Pro

Cancel Secure Account

If you want to log this device out of your Facebook account -- for example, if you think the
device belongs to the abuser or someone else other than you --, you can do this by clicking on
the dots at the very right of the panel and then clicking on Log Out:



Be careful!

This action could be visible to the abuser

Where You're Logged In

\:_l Mac -

Safari - Active now

‘ Samsung Galaxy J3 Luna Pro -
June 16 at 2:23 PM

ne 1o at 2:22 PM

Android - Ju

Not You?

| Android - ‘

If the abuser is logged into your account and you log them out, they could realize this

immediately. You may want to talk to your caseworker or a domestic violence organization to

make plans for your safety before taking this step.

Step 4 - Secure Your Account

Be careful!

This action could be visible to the abuser




Was This You?

If it wasn't you who logged in, we can take you through a
few steps to secure your account.

@ about 2 weeks ago

Q [2]

Samsung Galaxy J3 Luna Pro

Cancel Secure Account

If you click on Secure Account, you will see something like this:

Hi Let's Secure Your Account

To help keep your Facebook account secure,
we'll take you through a few steps to change

h your password and make sure any recent

changes to your account came from you.

If you click on Get Started, Facebook will start a scan to detect any recent changes to your
Facebook account:



Hi Let's Secure Your Account

‘ . To help keep your Facebook account secure,
we'll take you through a few steps to change

‘ . changes to your account came from you.
I

your password and make sure any recent
H Checking People you added or followed...

After a few seconds, Facebook will recommend that you check some specific aspects of your
Facebook account. You might see something like this:

Keep Your Account Secure

It looks like one change was made to your account. Now we'll help you change your
password and look at the recent change to your account.

@ Password
) Review your email address(es)

Click on Continue. In the next window, you can change your password:

Change Your Password
Please create a new one that you don't use anywhere else.

Current
New

Re-type New




After entering the information and clicking on Continue, you might see something like this:

Are there any email addresses here that you don't recognize?

These email addresses are all linked to your Facebook account.

Added -

You will see all the email addresses that are linked to your Facebook account. The date when
the email addresses were added to your Facebook account will also be shown. If there is an

email address you do not recognize, you can select it using the checkbox and then click on the
Delete button to remove it:

Are there any email addresses here that you don't recognize?

These email addresses are all linked to your Facebook account.

Facebook might suggest other steps depending on the recent activity of your Facebook
account. Here are some examples of what you might see:
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Keep Your Account Secure

It looks like some changes were made to your account. Now we'll help you change your
password, look at the recent changes to your account, and turn on extra security.

)

Password

)

Review your email address(es)
Select your username

> ®

Pages you liked or followed

2)

People you added or followed

Posts

After you review all of the recommended aspects of your account, you will see something like
this:

All Done!
Thanks for taking the time to secure your account.

@ Password

@ Review your email address(es)

Go to News Feed

Step 5 - Check Recovery Email Address and Phone Number

Be careful!

This action could be visible to the abuser

Often, abusers will change the recovery email address and/or phone number for your account to
theirs, so they can keep access to the account.

11



Click on the downward triangle at the top right corner of the screen:

+ © & -

See your profile

Give Feedback
Help us improve the new Facebook.

Settings & Privacy >
Help & Support >

Dark Mode

Switch to Classic Facebook

Go back to the previous Facebook design at
any time.

o ~ O &

E-' Log Out

Privacy - Terms - Advertising - Ad Choices [> - Cookies
- More - Facebook ©® 2020

Then click on Settings & Privacy. You will see something like this:

+ © & -

¢« Settings & Privacy
ﬁ Settings

& Privacy Checkup

@ Privacy Shortcuts

Activity Log

News Feed Preferences

=]
@ Language

Click on Settings. You will see the following page:
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0 Q_ Search Facebook @ g\ @ % + °© :
Settings General Account Settings
- CooE Name Edit
@ Security and Login
Username https://www.facebook.com/ Edit
®.  Your Facebook Information
Contact Primary: Edit
& Privacy
Ad account contact Edit
4 Timeline and Tagging
. Stories Memorialization Settings  Decide what happens to your account after you pass away. Edit
Location Identity Confirmation Confirm your identity to do things like run ads about social View
issues, elections or politics.
2 Blocking
Aa Language and Region
< Face Recognition
Notifications
O Mobile
i Public Posts

<O

Now, click on Contact in the General Account Settings panel:

General Account Settings

Name Edit
Username https://www.facebook.com/ Edit
Contact Current Emails

Primary

Allow friends to include my email address in
Download Your Information

+ Add another email or mobile number

Close
Ad account contact Edit
Memorialization Settings Decide what happens to your account after you pass away. Edit
Identity Confirmation Confirm your identity to do things like run ads about social View

issues, elections or politics.
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Check that the emails and phone numbers you see are safe ones. If any of these are controlled
by your abuser, then that person could regain control over your Facebook account even if they
do not know your password.

To fully recover your Facebook account, make sure you only use a safe email and/or safe
phone number.

Step 6 - Do the Privacy Checkup

Click on the downward triangle at the top right corner of the screen:

+ © & -

See your profile

Give Feedback
Help us improve the new Facebook.

Settings & Privacy >
Help & Support >

Dark Mode

Switch to Classic Facebook
Go back to the previous Facebook design at
any time.

o ~ O &

E-' Log Out

Privacy - Terms - Advertising - Ad Choices [> - Cookies
- More - Facebook ©® 2020

Then click on Settings & Privacy. You will see something like this:
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+ © 8 -
< Settings & Privacy
O Settings
@ Privacy Checkup
@ Privacy Shortcuts
:= Activity Log

ﬁ News Feed Preferences

@ Language

Click on Privacy Checkup. The following screen will appear:

x @) + o

Privacy Checkup
We'll guide you through some settings so you can make the right choices for your account.
What topic do you want to start with?

— CO—
e - - ® <
€.: < =
@ ’ "
Who can see what you How to keep your How people can find Your data settings on
share account secure you on Facebook Facebook
© 2 weeks ago © 2 weeks ago © 2 weeks ago ® More settings

Your ad preferences
on Facebook

To check more privacy settings on Facebook, go to Settings.

Facebook will show you some different ways to review your privacy and security settings. We
recommend you to have a look at all of the options shown.
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Be careful!

This action could be visible to the abuser

For example, if you click on Who can see what you share, the following will appear:

/

4

Who Can See What You Share

We'll walk through the options to make sure your settings are right
for you.

@ Profile information
& Posts and Stories

22 Blocking

Click on Continue. The following box will appear:

< Profile Information X

Please review this info from your profile and decide who you're comfortable
with seeing it. Your profile may have more than is listed here.

Email
& Only me

Birthday

Q Tip: Your friends might miss wishing you a happy birthday when
is set to Only me. If you want them to be reminded,
you could set to Friends.

@& Only me

& Only me
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On this screen, you can change who can see your email and birthday. If you want to move on,
click on Next. The following box will appear:

<« Posts and Stories X

You decide who you want to see your posts and stories.

Future Posts

Choose who you'd like to see your future posts. That
audience will be who can see your posts until you change @& Only me
it. You can always change it when you make a new post.

Stories

Control who can see your Stories. Stories are visible for 24

Custom
hours on Facebook and Messenger. o

Limit Past Posts

Change who can see past posts that were Public
or Friends of friends to only Friends. Anyone
tagged in these posts and their friends may still
see them.

Limit

On this screen, you can change who can see your future posts and stories. Additionally, you
can change who can see your past posts. When you want to move on, click on Next. The
following box will appear:

¢« Blocking X

When you block someone, they will no longer see things you post on your
timeline, tag you, invite you to events or groups, start a conversation with
you or add you as a friend.

Q Tip: When you block someone, we won't tell them that you've
blocked them.

a Add to Blocked List

On this screen, you can add someone to your “Blocked List.” If you block someone, that person
will not be able to see what you post, they will not be able to tag you, nor invite you to events
and groups, start a conversation or add you to their friends list.
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To move on, click on Next. The following box will appear:

©

You're All Set

Thank you for reviewing who can see what you share. You can
make changes at any time in settings.

@ Pprofile information
@ Posts and Stories

@ Blocking

Review Another Topic

If you click on Review Another Topic, you will be taken to the main page for Facebook’s
privacy checkup main page.

Finally, we also recommend you to turn on two-factor authentication to strengthen your account
security. You can view our guide to turning on two-factor authentication for Facebook by clicking
here:

https://82beb9a6-b7db-490a-88be-9f149bafe221 .filesusr.com/ugd/c4e6d5_01e4e6e33987443e
a2244afcd7880706.pdf .

You can also find our guide by going to https://www.ceta.tech.cornell.edu/resources.

Two-factor authentication is an extra security step that can help keep your account safe and
private even if somebody else knows or guesses your password.

© Cornell Tech 2020. This guide is for nonprofit educational and research purposes only
and is not intended for commercial use. Images from Facebook are included selectively
pursuant to the “fair use” provisions of United States copyright law, 17 U.S.C. § 107.
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